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Andrew C. Robertson – Director of the Freight Transportation Security Consortium
My name is Andrew C. Robertson.  I am president of the New York City based transportation-consulting firm of Atlantic Systems Inc.   I have submitted expert testimony in past proceedings before the Interstate Commerce Commission, the Surface Transportation Board and the United States Senate on various freight transportation related matters.  I am also Director of the Freight Transportation Security Consortium (FTSC), a voluntary alliance of over 50 companies that offer technology and services that have applications for freight transportation safety and security.  

This testimony represents the views and inputs of several FTSC members including several California companies.   However the following statement does not necessarily represent the views of every consortium member on the legislation under consideration.  

The FTSC Philosophy:  Since 2001, the members of our consortium have worked together to develop of private sector-funded solutions for surface transportation security.  FTSC members recognize that the challenges of freight transportation security cannot be solved by individual carriers or shippers or government agencies in isolation.   The threat is too complex and the resources are too limited for a do-it-yourself approach.  We also recognize that a solution that might work well for a large national railroad will not fit the needs or resources of a small truck fleet operator.  Furthermore no single security technology can exactly address the specific challenges faced by various sectors of the transportation industry.  Over the past 18 months, FTSC members have worked together and with the freight transportation industry to develop standards for security system interoperability.  We are also working to solve an even more challenging problem: funding the huge required investment in security technology.   In all these endeavors, we recognize that true success can only be measured in the continued safety and security.  This will be a long-term effort and there are no panaceas.   

The Legislation:  The legislation (AB 575) under consideration would mandate the installation of Remote Vehicle Shutdown (RVS) devices on all California-domiciled trucks carrying hazardous materials (hazmats).  The objective is to give law enforcement and fleet owners more control of these vehicles in the event of a hijacking of a truck carrying large quantities of poisons or fuels that can be used as a weapon by a political terrorist or a mentally unstable individual.  This has been a topic of careful study by our group over the past year.  The FTSC believes that while there have been important technological advances in RVS “hardware”, the “software” requirements of an effective RVS system are only now being addressed by planners.  RVS is not yet ready for mandated implementation across the California trucking industry.

Hardware:  The idea of Remote Vehicle Shutdown (RVS) for hazmat trucks has been under consideration since the attack on the World Trade Center and Pentagon by hijacked airplanes fully loaded with jet fuel.  Several companies including members of our Consortium have made significant investments in R&D to make RVS work within their existing fleet management systems.  While there are technical problems that have not been completely solved (such as how to safely stop a truck moving at high speed), RVS appears to be technically feasible.  However, the system operational challenges of such a complex system are only now being addressed. 

Software: Given the criticality of the RVS function, would it be prudent to rely on the dispatch office of every California truck fleet?  Many of these companies operate small fleets only during business hours.  Owner-operators by definition cannot monitor their own activity.  It seems intuitively obvious that only a single central monitor can effectively manage a RVS system for all the truckers in California.  Such a central monitor will most likely be operated by the State (probably the CHP).  Funding such an effort from general revenues is not feasible in this fiscal environment.  

How would such a central monitor connect to the five to ten thousand California truckers that carry hazmats?  Today there are many GPS tracking systems in use by California fleets that must be modified to allow RVS.  It will be necessary for these systems suppliers to redesign their software to provide the central monitor with a standard set of messages that can be easily managed by the CHP.  Fortunately many of this communications standard is now being finalized by the American Trucking Association's Truck Maintenance Council.  FTSC members played a critical role is designing these emergency messaging standards for the trucking industry last year.  Nonetheless our TMC group never contemplated a much more intrusive RVS system.  This will require a great deal of additional development work by fleets, tractor OEMs, law enforcement and GPS wireless vendors to produce and test a comprehensive system.  It will take several years to bring all fleet management systems, communications protocols, OEMs and fleets into compliance.

What rules would a Central Monitor operate under?  There are many emergency situations where a central monitor could and should take action: No signal from the truck, crossing a geofence, tips from other drivers.  Once a signal has been received that a problem may exist, what actions should the monitor take?  It will take years of experience to formulate and test proper procedures. 

The purpose of RVS is to stop trucks that are being operated in unsafe or dangerous ways by drivers who will not respond to directions from law enforcement.  The Central Monitor will take charge of the truck and stop it (hopefully slowly and safely) to prevent its use a delivery mechanism for fuels or chemicals that can be used as WMD.  Who will take legal responsibility for errors and mistakes?  

Funding: Finally, the financial burdens of a RVS system on the trucking industry cannot be lightly dismissed.  Including the initial capital investment in devices, ongoing communications charges and operating costs for the Central Monitor, the total annualized costs may be $2.5-5,000 per truck.  As the average annual revenues for a commercial truck are only about $150,000 and operating profitability rarely exceeds 5% of revenues, the cost burden of a RVS system on California truckers will be substantial.  Motor carriers may be able to recover these costs through higher freight rates although the resistance of most shippers (and consumers) to higher costs will likely be quite strong.  

Regardless of who pays the bill, we can all agree to go forward if we are confident that the investment in a RVS system will significantly improve the safety and security of California's highways.  However as indicated previously the many complexities and unresolved issues surrounding RVS make such an investment highly problematic.  Consequently, FTSC strongly recommends that California not mandate immediate implementation of a RVS system at this time.

Although the FTSC does not believe that RVS is yet ready for widescale implementation across California that does not obviate the very real threat of terrorism.  This threat can and must be addressed as soon as possible from within the limited resources of the trucking industry and State.  Over the past two years, new security technology has been developed, industry security programs have been implemented and useful legislation has been passed.  From these resources, we can construct a realistic security program for hazmat trucks that can be implemented almost immediately that in my opinion will improve transportation safety and security much more than an RVS system that will take many years to implement in the most optimistic forecast.  

The FTSC recommends the following four steps:

Vigorous Enforcement of SB 1257: The regulations under SB1257 provide an important baseline for truck security and safety by mandating that hazmat truckers have a method of wireless 2-way communications for emergency messaging and that their trailers be locked to prevent tampering or theft.  Unfortunately distress calls to a distant dispatcher or the overburdened 911 system can go unanswered.  We recommend that a single emergency call center operated by the trucking industry and/or the CHP be established to take distress calls from hazmat truckers. This single number (similar to 1-800-TELL CHP) will ensure that the call will be directed to an organization with the ability to react quickly and effectively to an emergency situation.  Currently a California company AH! Wireless is developing a disposable wireless phone that will enable any trucker to have low cost access to such an emergency center as well as hazmat clean up services offered by a FTSC member Spillcenter.  SB 1257 now mandates that only dry vans be locked to prevent access to the trailer.  We recommend that this mandate be extended to include devices that will prevent the theft of the trailer or tractor as well.  

Support for the trucking industry's voluntary programs to install security technologies immediately: There are many security devices and procedures that are commercially available that many fleets are voluntarily installing on their trucks today.  We recommend that the State encourage adoption by the industry of two classes of security technology.

Anti-hijacking systems are being installed on several California hazmat fleets by companies such as Vericom from Rocklin.   The Vericom device makes it nearly impossible for a terrorist to hotwire or hijack a truck and can also prevent a dangerous confrontation for the driver.  Such anti-hijacking devices provide immediate security without need for a complex and expensive central monitoring system.  The amortized cost of an antihijacking device could be less than a hundred dollars a year per truck.

Fleet management systems using GPS and wireless communications are widely (although not universally) accepted by the California trucking industry.  Indeed some RVS proposals such as Qualcom's are simply outgrowths of pre-existing fleet management systems.  However the primary purpose of these systems, i.e. improved efficiency, also produces the most important security benefit as well.  A well-managed fleet can achieve higher utilization by doing more with less.  An efficient fleet that does the work of 10 trucks with only 8 or 9 presents a smaller target of opportunity to the terrorist.  Several California FTSC members such as Telogis from Costa Mesa are already providing low cost affordable fleet management systems to the fuel hauling industry.

 Continued Research on RVS: As contemplated in SB 1257, the CHP should continue with their research into the feasibility and efficacy of RVS and other security technologies.  The challenges of implementing a functioning RVS system are best known to the technology companies whom developing them.  One such company FTSC member Mobilearia from Mountain View has in their opinion the only working RVS system in their TruckSecure product offering.  Although Mobilearia as the only vendor of a commercially available RVS system clearly stands to benefit from immediate mandated installation of RVS devices, they agree that a slow, measured approach will allow the software for a Central Monitor to catch up with their hardware.  We recommend that CHP closely follow the experience of fleets with working RVS systems such as the one offered by Mobilearia. Mobilearia has agreed to lend its full cooperation to CHP. 

Financial Assistance for New Technology Investments:  Whatever course chosen by California will most certainly require increased investment and expense for California truckers.  As the purpose of this legislation is to improve Homeland Security, it is reasonable that the Federal Government should pick up the costs.   We recommend that the California trucking industry and the State approach the Federal government to request financing assistance perhaps in the form of low cost loans for the purchase of mandated security devices.  Barring help from Washington, an expensive RVS system has very little chance for implementation.

Rate Relief from the Insurance Industry:  As California truckers employ more security technology (which will happen with or without a State mandate), it is reasonable to expect that the loss factor from "traditional" theft and accidents should fall for California truckers.  The clear beneficiary of this trend will be the insurance industry.  Some underwriters have been extraordinarily helpful to the trucking industry over that last two challenging years.  The State should help the truckers receive lower rates from insurers that reflect the benefits of mandated security systems.

Conclusions:

· Remote Vehicle Shutdown systems are not yet ready for industry-wide implementation and must continue to be tested.

· Other more economical and perhaps more efficacious security technologies should be give equal consideration.

· The State and the trucking industry should work together to solve the financial challenge of paying for security technology: possibly with a “security surcharge” on freight rates, federal government low cost financing assistance or reduced insurance rates.
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